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(b) MODIFICATION OF DIRECTIVE 1 WITH RESPECT TO THE FINAN-
CIAL SERVICES SECTOR OF THE RUSSIAN FEDERATION ECONOMY.—
Not later than 60 days after the date of the enactment of this
Act, the Secretary of the Treasury shall modify Directive 1 (as
amended), dated September 12, 2014, issued by the Office of Foreign
Assets Control under Executive Order No. 13662, or any successor
directive (which shall be effective beginning on the date that is
60 days after the date of such modification), to ensure that the
directive prohibits the conduct by United States persons or persons
within the United States of all transactions in, provision of financing
for, and other dealings in new debt of longer than 14 days maturity
or new equity of persons determined to be subject to the directive,
their property, or their interests in property.

(c) MODIFICATION OF DIRECTIVE 2 WITH RESPECT TO THE
ENERGY SECTOR OF THE RUSSIAN FEDERATION EcoNOMY.—Not later
than 60 days after the date of the enactment of this Act, the
Secretary of the Treasury shall modify Directive 2 (as amended),
dated September 12, 2014, issued by the Office of Foreign Assets
Control under Executive Order No. 13662, or any successor directive
(which shall be effective beginning on the date that is 60 days
after the date of such modification), to ensure that the directive
prohibits the conduct by United States persons or persons within
the United States of all transactions in, provision of financing
for, and other dealings in new debt of longer than 60 days maturity
of persons determined to be subject to the directive, their property,
or their interests in property.

(d) MODIFICATION OF DIRECTIVE 4.—Not later than 90 days
after the date of the enactment of this Act, the Secretary of the
Treasury shall modify Directive 4, dated September 12, 2014, issued
by the Office of Foreign Assets Control under Executive Order
No. 13662, or any successor directive (which shall be effective
beginning on the date that is 90 days after the date of such
modification), to ensure that the directive prohibits the provision,
exportation, or reexportation, directly or indirectly, by United States
persons or persons within the United States, of goods, services
(except for financial services), or technology in support of exploration
or production for new deepwater, Arctic offshore, or shale projects—

(1) that have the potential to produce oil; and
(2) that involve any person determined to be subject to
the directive or the property or interests in property of such

a person who has a controlling interest or a substantial non-

controlling ownership interest in such a project defined as

not less than a 33 percent interest.

SEC. 224. IMPOSITION OF SANCTIONS WITH RESPECT TO ACTIVITIES
OF THE RUSSIAN FEDERATION UNDERMINING CYBERSE-
CURITY.

(a) IN GENERAL.—On and after the date that is 60 days after

the date of the enactment of this Act, the President shall—
(1) impose the sanctions described in subsection (b) with

respect to any person that the President determines—

(A) knowingly engages in significant activities under-
mining cybersecurity against any person, including a demo-
cratic institution, or government on behalf of the Govern-
ment of the Russian Federation; or



PUBLIC LAW 115-44—AUG. 2, 2017 131 STAT. 909

(B) is owned or controlled by, or acts or purports to
act for or on behalf of, directly or indirectly, a person
described in subparagraph (A);

(2) impose five or more of the sanctions described in section
235 with respect to any person that the President determines
knowingly materially assists, sponsors, or provides financial,
material, or technological support for, or goods or services
(except financial services) in support of, an activity described
in paragraph (1)(A); and

(3) impose three or more of the sanctions described in
section 4(c) of the of the Ukraine Freedom Support Act of
2014 (22 U.S.C. 8923(c)) with respect to any person that the
President determines knowingly provides financial services in
support of an activity described in paragraph (1)(A).

(b) SANCTIONS DESCRIBED.—The sanctions described in this
subsection are the following:

(1) ASSET BLOCKING.—The exercise of all powers granted
to the President by the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) to the extent necessary
to block and prohibit all transactions in all property and
interests in property of a person determined by the President
to be subject to subsection (a)(1) if such property and interests
in property are in the United States, come within the United
States, or are or come within the possession or control of
a United States person.

(2) EXCLUSION FROM THE UNITED STATES AND REVOCATION
OF VISA OR OTHER DOCUMENTATION.—In the case of an alien
determined by the President to be subject to subsection (a)(1),
denial of a visa to, and exclusion from the United States of,
the alien, and revocation in accordance with section 221(3i)
of the Immigration and Nationality Act (8 U.S.C. 1201(31)), of
any visa or other documentation of the alien.

(¢) APPLICATION OF NEW CYBER SANCTIONS.—The President Waiver authority.
may waive the initial application under subsection (a) of sanctions
with respect to a person only if the President submits to the
appropriate congressional committees—

(1) a written determination that the waiver—

(A) is in the vital national security interests of the
United States; or

(B) will further the enforcement of this title; and
(2) a certification that the Government of the Russian Certification.

Federation has made significant efforts to reduce the number

and intensity of cyber intrusions conducted by that Govern-

ment.

(d) SIGNIFICANT ACTIVITIES UNDERMINING CYBERSECURITY
DEFINED.—In this section, the term “significant activities under-
mining cybersecurity” includes—

(1) significant efforts—

(A) to deny access to or degrade, disrupt, or destroy
an information and communications technology system or
network; or

(B) to exfiltrate, degrade, corrupt, destroy, or release
information from such a system or network without
authorization for purposes of—

(i) conducting influence operations; or
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(ii) causing a significant misappropriation of funds,
economic resources, trade secrets, personal identifica-
tions, or financial information for commercial or
competitive advantage or private financial gain;

(2) significant destructive malware attacks; and
(3) significant denial of service activities.

SEC. 225. IMPOSITION OF SANCTIONS RELATING TO SPECIAL RUSSIAN
CRUDE OIL PROJECTS.

Section 4(b)(1) of the Ukraine Freedom Support Act of 2014
(22 U.S.C. 8923(b)(1)) is amended by striking “on and after the
date that is 45 days after the date of the enactment of this Act,
the President may impose” and inserting “on and after the date
that is 30 days after the date of the enactment of the Countering
Russian Influence in Europe and Eurasia Act of 2017, the President
shall impose, unless the President determines that it is not in
the national interest of the United States to do so,”.

SEC. 226. IMPOSITION OF SANCTIONS WITH RESPECT TO RUSSIAN AND
OTHER FOREIGN FINANCIAL INSTITUTIONS.

Section 5 of the Ukraine Freedom Support Act of 2014 (22
U.S.C. 8924) is amended—
(1) in subsection (a)—

(A) by striking “may impose” and inserting “shall
impose, unless the President determines that it is not
in dthe national interest of the United States to do so,”;
an

(B) by striking “on or after the date of the enactment
of this Act” and inserting “on or after the date of the
enactment of the Countering Russian Influence in Europe
and Eurasia Act of 2017”; and
(2) in subsection (b)—

(A) by striking “may impose” and inserting “shall
impose, unless the President determines that it is not
in dthe national interest of the United States to do so,”;
an

(B) by striking “on or after the date that is 180 days
after the date of the enactment of this Act” and inserting
“on or after the date that is 30 days after the date of
the enactment of the Countering Russian Influence in
Europe and Eurasia Act of 2017”.

SEC. 227. MANDATORY IMPOSITION OF SANCTIONS WITH RESPECT TO
SIGNIFICANT CORRUPTION IN THE RUSSIAN FEDERATION.

Section 9 of the Sovereignty, Integrity, Democracy, and Eco-
nomic Stability of Ukraine Act of 2014 (22 U.S.C. 8908(a)) is
amended—

(1) in subsection (a)—

(A) in the matter preceding paragraph (1), by striking
“is authorized and encouraged to” and inserting “shall”;
and

(B) in paragraph (1)—

(i) by striking “President determines is” and
inserting “President determines is, on or after the date
of the enactment of the Countering Russian Influence
in Europe and Eurasia Act of 2017,”; and

(i1) by inserting “or elsewhere” after “in the Rus-
sian Federation”;



