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Global overview
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Getting the Deal Through - Anti-Money Laundering aims to educate busi-
nesses about the numerous regimes for global and national anti-money
laundering and combating the finance of terror (AML/CFT) operating
around the globe.

We hope this publication will become part of the compliance arsenal
that financial institutions (FIs) and multinational companies (MNCs)
use to manage the risks inherent in doing business across international
jurisdictions. However, it is only part of the arsenal, because AML/CFT
laws are but one of the many compliance-related regimes that FIs and
MNCs must understand as they go about their daily business.

Companies must ensure that there is a natural flow of informa-
tion between personnel handling anti-corruption, trade controls and
AML/CFT compliance. Those doing business across borders would do
well to adopt a holistic approach to compliance programmes to keep
themselves at the cutting edge of changing financial environments. In
previous years, we have shared 10 fundamental elements of effective
compliance programmes that FIs and MNCs can leverage to develop
cross-competent programmes. Those were:

+  corporate leadership that prioritises and popularises a company-

wide culture of compliance;
a corporate governance structure that includes compliance offi-
cials fluent in AML/CFT and related regulatory environments;
ongoing compliance analyses that assess the risks inherent in a
company’s geographic footprint and business model and are broad
enough to encompass AML/CFT and related risk areas;
cross-disciplinary compliance policies that are developed,
updated, promulgated and implemented via training on a consist-
ent basis;
methods to identify the multitude of entities and individuals with
whom FIs and MNCs directly and indirectly transact, and target
players that present significant risks in light of AML/CFT and
related compliance guidelines;
internal reporting mechanisms for employees and relevant third
parties to report or otherwise surface AML/CFT and related issues,
and effective internal protocols that trigger swift action in response
to such reports;
processes and structures to aggressively monitor and investigate
conduct that implicates AML/CFT and related risk areas; for
example, in-house financial intelligence units (FIUs) to monitor,
investigate and analyse ‘suspicious activity’, or the establishment
of dedicated groups of investigators and compliance personnel
focused on AML/CFT and related regulatory burdens;

processes for expeditiously assessing the magnitude of a particular

compliance allegation and judiciously escalating concerns within

the company hierarchy before gaming out the implications of dis-
closure required by AML laws;

cross-disciplinary training and certification programmes in AML/

CFT and related compliance areas; and

acommitment to regularly test and audit cross-disciplinary compli-

ance programmes, keeping in mind shifting AML/CFT landscapes.

In light of recently reported data breaches at major companies and
the passing of the General Data Protection Regulation adopted by the
European Union in April 2016, we add an 11th element to an effective
compliance programme: effective data security protocols, systems and
management. FIs and MNCs that are able to incorporate all of these
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elements into a cross-disciplinary compliance programme will be well

positioned to manage the regulatory hurdles that governments across

the globe are erecting to staunch the rise of money laundering activities
and combat the financing of terrorism.

Previously, we noted that regulatory and enforcement agencies
have renewed their focus on ‘tone at the top’, particularly in the United
States. The reasoning behind the growing emphasis on individual
responsibility for AML/CFT compliance at the top levels of company
management, we explained, was to create personal liability in enforce-
ment actions that involve corporate misconduct.

As the fight against terrorist financing continues around the world,
we have seen increased efforts on the part of many governments to
bolster anti-money laundering regulations and enforcement. For
example, in March 2017 the UK government announced plans to set
up a new anti-money laundering watchdog, the Office for Professional
Body Anti-Money Laundering Supervision (OPBAS) by the beginning
of 2018. Taiwan, too, recently created a new government agency, the
Anti-Money Laundering Office, to work on anti-money laundering
efforts. Kenya enacted new anti-money laundering legislation and
New Zealand is considering legislation that would be ‘Phase 2" of
the country’s AML/CFT Act from 2013. In the US, the Department
of the Treasury’s Financial Crimes Enforcement Network (FinCEN)
instituted an enhanced customer due diligence requirement in May
2016 with which relevant financial institutions have until May 2018
to comply.

This year should also see the implementation of Directive (EU)
2015/849, also known as the Fourth Money Laundering Directive,
which was adopted by the European Parliament on 20 May 2015, and
which EU member state national legislatures have two years to imple-
ment. The Directive sought to implement the recommendations of
the Financial Action Task Force (FATF). The FATF is an intergovern-
mental body tasked with examining money laundering techniques and
trends, reviewing legislative and law enforcement actions relating to
money laundering at the national and international levels, and issu-
ing recommendations to combat money laundering and stem terrorist
financing. As the European Commission noted in its press release on
the Directive, the Directive is designed to contribute to the fight against
money laundering and terrorist financing by:

+ facilitating the work of Financial Intelligence Units from different
member states to identify and follow suspicious transfers of money
and facilitate the exchange of information;
establishing a coherent policy towards non-EU countries that have
deficient anti-money laundering and counter-terrorist financing
regimes; and
ensuring full traceability of funds transfers within, to and from the
European Union.

Last year, members of the Egmont Group of Financial Intelligence
Units (the Egmont Group) - an informal network of national FIUs that
specialises in sharing and analysing global operational and strategic
financial intelligence - produced an in-depth study of terrorist financ-
ing by Foreign Terrorist Fighters (FTSs) for the Islamic State of Iraq
and the Levant (ISIL). Financial intelligence units that participated in
the study were able to connect networks of FTF financial facilitators
across jurisdictions, use shared information to identify new trends and
develop new investigative leads for law enforcement.
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On the heels of that report, the Egmont Group held an extraordi-
nary meeting of its governing body to discuss recommendations for
responding to the increased threat of terrorist financing. In February
2016, the Egmont Group announced that it had adopted a number
of recommendations designed to work against the growing threat of
FTFs, including to:

+  provide indicators of terrorism financing to industry partners to
help them identify suspicious financial activity;

«  consider the reporting of couriers transporting cash or non-cash
instruments across borders;

- expand the range of reporting entities subject to the Suspicious

Transaction Reports reporting regime; and
- examine the utility of cross-border wire transfer information in the

context of combating terrorist financing.

Atits 2017 annual meeting, the Egmont group extended its global reach
by welcoming three additional members to its ranks. Several countries
also executed new bilateral information-sharing agreements.

Another significant development in the investigation and prosecu-
tion of money laundering and terrorist financing has been the publica-
tion and analysis of the Panama Papers. In early 2015, an anonymous
source known only as ‘John Doe’ leaked the 11.5 million documents to
a German newspaper. The documents revealed detailed information
about more than 200,000 offshore companies associated with the
Panamanian law firm and corporate service provider Mossack Fonseca.
Given the large numbers of documents at issue, the newspaper enlisted
the help of the International Consortium of Investigative Journalists,
which distributed the documents for analysis to journalists and media
organisations worldwide. The resulting reports sparked global out-
rage, as it has become clear that some of the accounts were used to
hide assets from national tax authorities, to launder money or to move
wealth seamlessly between jurisdictions. A number of countries have
announced investigations of the nationals - both companies and indi-
viduals - whose assets were held in the accounts, while some world
leaders have stepped down after the leaks showed they held or were
associated with shell companies used to evade taxes or otherwise hide
money. Organisations involved in terror finance are known to have used
offshore accounts, similar to ones set up by Mossack Fonseca, to fun-
nel funds to FTFs. The Panama Papers revelations will no doubt gen-
erate further recommendations relating to terrorist financing. In the
past year, governments and institutions in Australia, Austria, France,
Iceland, India, Mexico, the Netherlands, Norway, Panama, Spain,

Sweden and the United States, among others, have begun taking a wide
range of actions against individuals, organisations and accounts linked
with the Panama Papers. For example, the two founders of Mossack
Fonseca - Ramon Fonseca and Jurgen Mossack - were arrested on
money laundering charges after the Panama office of Mossack Fonseca
was raided in connection with Brazil’s ‘Operation Car Wash’ bribery
and corruption investigation; the Royal Bank of Canada closed 40
accounts linked to the Panama Papers; Cyprus referred four law firms
connected with the Panama Papers to a disciplinary council; and gov-
ernments around the world are investigating individuals associated
with the Panama Papers. There have been significant political ramifi-
cations as well: in April 2016, the Prime Minister of Iceland, Sigmundur
David Gunnlaugsson, resigned after it was revealed that he and his wife
had set up a company in the British Virgin Islands. Prime Ministers in
Britain and Pakistan faced questions about family accounts as well.

Finally, a look at some of the unexpected consequences of the
increased scrutiny on the operations and compliance systems of finan-
cial institutions: the global banking sector has, unsurprisingly, reacted
with anxiety to the high penalties of recent AML/CFT investigations
and resolutions. As a result, many banks - especially in the United
States - have engaged in what is referred to as ‘de-risking’, or terminat-
ing relationships with foreign correspondent banks and other clients
whose operations might pose a risk to complying with AML/CFT laws.
Many institutions, including the World Bank and the Global Center on
Cooperative Security, have pointed out that the approach has resulted
in the isolation of certain communities from the global financial system
and, ultimately, an undermining of AML/CFT objectives. Some regula-
tory authorities have announced that de-risking is a misapplication of
the risk-based approach they recommend, and have sought to persuade
financial institutions to proceed with a lighter touch. In November 2016,
the International Monetary Fund noted that Caribbean countries faced
a significant threat to their economies from the loss of correspondent
banking relationships. In response, the Caribbean Development Bank
has approved funding to assist members of the Organisation of Eastern
Caribbean States to strengthen their implementation of and compli-
ance with international financial integrity standards and increase
banks’ technical capabilities for customer due diligence, among other
goals. The risk-based approach in limiting relationships may also be
contributing to banks’ lack of enthusiasm for doing business in Iran,
even as the Joint Comprehensive Plan of Action (commonly referred
to as the Iran Deal) is implemented, because of insufficient anti-money
laundering controls in the Iranian financial system.
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Domestic legislation

Money laundering

1 Domesticlaw

Identify your jurisdiction’s money laundering and anti-money
laundering (AML) laws and regulations. Describe the main
elements of these laws.

The United States has a comprehensive set of money laundering and
anti-money laundering (AML) laws and regulations at the federal and
state level.

The cornerstone of the federal AML framework is the Bank Secrecy
Act (BSA), 31 USC section §311 et seq. Enacted in 1970, it was the first
federal law to require financial institutions to assist US government
agencies in detecting and preventing money laundering. The BSA
imposes certain reporting and record-keeping requirements on covered
financial institutions and persons, and it imposes civil and criminal pen-
alties for violations of the Act.

The Money Laundering Control Act of 1986 (MLCA), 18 USC sec-
tions 1956-1957, criminalises money laundering at the federal level. The
MLCA prohibits the knowing and intentional transportation or transfer
of proceeds of specified unlawful activities (SUAs) and prohibits trans-
actions involving property derived from SUAs. It also amended the BSA
by introducing civil and criminal forfeiture for BSA violations.

During the 1990s, a series of AML laws were enacted that strength-
ened sanctions for BSA reporting violations, required suspicious activ-
ity reports (SARs), criminalised the operation of unregistered money
services businesses (MSBs) and obligated banking agencies to develop
AML training for examiners. The most significant recent legisla-
tive development in the AML context, the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism (USA PATRIOT) Act of 2001 (the Patriot Act), was
passed into law in the immediate aftermath of the terrorist attacks of
11 September 2001. The Patriot Act was intended to enhance the BSA
and MLCA in order to strengthen the government’s ability to prevent,
detect and prosecute international money laundering and the financing
of terrorism.

The Patriot Act amended the BSA to require financial institutions
to establish enhanced and formalised AML programmes and policies.
It also authorised the US Treasury Department to issue rules requiring
financial institutions to comply with confidential information requests
from law enforcement; added reporting rules regarding the filing of
SARs; set forth minimum standards for programmes that financial
institutions employ to identify and verify the identity of customers;
and expanded the list of crimes comprising SUAs for the purposes of
the MLCA.

In addition to the federal AML laws, 38 of the 50 US states have
AML laws. Some of these state regimes merely establish reporting
requirements, while others either mirror federal law (eg, New York), or,
in some cases, are more stringent than federal law (eg, Arizona).
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2 Criminal enforcement

Which government entities enforce your jurisdiction’s money
laundering laws?

At the federal level, the US Department of Justice (DOJ) is responsi-
ble for the investigation and prosecution of money laundering crimes.
Most prosecutions are conducted in the location where the offence
occurred by one of the DOJ’s 94 US Attorneys’ Offices (USAOs), which
are the primary federal law enforcement offices in their respective loca-
tions. For large, complicated or international cases, the DOJ’s Money
Laundering and Asset Recovery Section (MLAR) may assist local
USAOs with the prosecution of the case.

The US Internal Revenue Service’s criminal investigation section,
which is part of the US Treasury Department, also has investigative
jurisdiction over money laundering crimes. The Drug Enforcement
Administration (DEA) oversees AML operations conducted in con-
nection with its effort to combat drug trafficking and drug violence.
The Department of Homeland Security’s Immigration and Customs
Enforcement agency is responsible for investigating bulk cash smug-
gling, drug smuggling, alien trafficking and other money laundering-
related activities that are associated with the illicit movement of
persons across US borders. The United States Postal Service also has
criminal investigative authority over money laundering offences.

Each state in the US has its own law enforcement establishment
responsible for investigating and prosecuting state crime, including the
state crime of money laundering.

3 Defendants

Can both natural and legal persons be prosecuted for money
laundering?

Yes, both natural and legal persons can be prosecuted. Criminal penal-
ties for violations of the federal money laundering laws include fines as
well as imprisonment. Fines are commonly imposed on corporations
for violating the criminal money laundering statutes, while natural per-
sons are routinely penalised with both fines and imprisonment.

4 The offence of money laundering

What constitutes money laundering?

Federal law criminalises four types of money laundering activities (18
USC sections 1956-1957):
+  basic money laundering;
international money laundering, involving the transfer of criminal
proceeds into or outside of the United States;
money laundering related to an undercover ‘sting’ case; and
knowingly spending more than US$10,000 in criminal proceeds.

Basic money laundering

Section 1956(a)(1) prohibits conducting a financial transaction (eg,
a deposit, withdrawal, transfer, currency exchange, loan, extension
of credit and purchase or sale of securities or other monetary instru-
ments) with funds that a person knows (or is aware to a high probabil-
ity) are the proceeds of unlawful activity:
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- with the intent to promote an SUA;

- with the intent to evade taxation;

- knowing that such transaction is designed to conceal information
about the funds, including the location, source, ownership or con-
trol of said funds; or

- knowing the transaction is designed to avoid AML report-
ing requirements.

International money laundering

Section 1956(a)(2) prohibits the international movement of funds with
the intent to promote an SUA. It further criminalises such movement
of funds when a person knows that the funds represent proceeds of
unlawful activity and where the purpose of moving the funds inter-
nationally is to conceal information about the funds, including the
location, source, ownership or control of said funds, or avoid AML
reporting requirements.

Sting operations

Section 1956(a) (3) deals with undercover (‘sting’) investigations. It pro-

hibits a person from transacting with funds believed to be SUA proceeds

(eg, because an undercover agent represents them as such) when that

person intends to:

+  promote an SUA;

- conceal information about the funds, including the location, source,
ownership or control of said funds; or

-+ avoid reporting requirements.

Money spending statute

Section 1957, often called the ‘money spending statute’, prohibits oth-
erwise innocent financial transactions tainted by the unlawful origin
of the property exchanged in the transaction. It criminalises monetary
transactions over US$10,000 when a person knows that the funds
are derived from general criminal activity, and the property is, in fact,
derived from an SUA. In effect, the US$10,000 threshold amount
replaces the mens rea elements of the money laundering offences set
forth in section 1956.

5 Qualifying assets and transactions

Is there any limitation on the types of assets or transactions
that can form the basis of a money laundering offence?

For basic money laundering offences under section 1956(a)(1), the stat-
ute refers generically to ‘proceeds’, and thus there is no limitation on
the types of assets or transactions that can form the basis of a money
laundering offence and there is no monetary threshold to prosecu-
tion. However, the international money laundering provision, section
1956(a)(2), does not refer to ‘proceeds’ and instead refers to ‘a monetary
instrument or funds’, which has been interpreted to mean that section
1956(a)(2) does not apply to transactions involving certain properties
such as precious stones, metal, art or other high-value goods. As men-
tioned above, the money spending statute, section 1957, does have a
threshold amount of US$10,000, but there is no limitation on the type
of asset that may qualify.

6 Predicate offences

Generally, what constitute predicate offences?

The federal criminal money laundering statutes reference an exten-
sive list of predicate offences. The underlying predicate offences are
catalogued in 18 USC section 1956(c)(7) and include all of the Racketeer
Influenced and Corrupt Organization Law predicate offences listed
in 18 USC section 1961(1). There are nearly 250 predicate offences for
money laundering, including federal, state and foreign crimes. The list
of state and federal predicate offences are similar - murder, kidnap-
ping, bribery, drug trafficking, arson, robbery and so on. Certain foreign
crimes can be predicate offences if there is a sufficient nexus between
the conduct and the United States.

The list of federal predicate offences is expansive but does not cur-
rently include tax evasion, despite the 2012 Financial Action Task Force
(FATF) Recommendations guidance that suggested for the first time that
serious tax crimes should be considered predicate offences. US senators
Patrick Leahy (D-VT) and Charles Grassley (R-IA) introduced legislation
in 2011 that would include tax evasion in the list of predicate offences
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for money laundering prosecutions, but neither reintroduced the bill in
subsequent sessions of Congress. Leahy has publicly supported the rein-
troduction of the bill in November 2014, but has not acted on it since. In
April 2013, the US Senate Caucus on International Narcotics Control,
chaired by US Senators Dianne Feinstein (D-CA) and Grassley issued
areport, ‘The Buck Stops Here: Improving US Anti-Money Laundering
Practices’, in which they encouraged the enactment of legislation such
as the Incorporation Transparency and Law Enforcement Assistance
Act, which would require the disclosure of beneficial ownership infor-
mation to combat the use of anonymously incorporated shell compa-
nies, and the Combating Money Laundering, Terrorist Financing and
Counterfeiting Act of 2011, which would make all felonies, including tax
evasion, predicate offences for money laundering. Nothing came of the
Combating Money Laundering, Terrorist Financing and Counterfeiting
Act of 2011. The ‘Incorporation Transparency’ bill was reintroduced in
both the House and the Senate in 2013 and again in 2016, but it never
made it out of committee.

7 Defences

Are there any codified or common law defences to charges of
money laundering?

There are no codified or common law defences to money laundering
charges. A typical defence at trial is that the defendant lacked the req-
uisite mens rea - in other words, that the defendant did not know the
proceeds were derived from SUAs.

8 Resolutions and sanctions

What is the range of outcomes in criminal money laundering
cases?

In the United States, prosecutorial discretion is paramount. Setting

aside political pressures, which may be powerful but are non-binding,

there is no circumstance under which a prosecutor at either the state
or federal level is required to bring money laundering charges against
any person or institution. Likewise, nothing prohibits a prosecutor from
offering a defendant a plea agreement rather than pursuing a conviction
at trial.

The sanctions for AML violations include:

+ any violation of the basic money laundering, international money
laundering, or sting operation provisions (section 1956) carries a
maximum sentence of 20 years’ imprisonment;

- aviolation of the money spending statute (section 1957) carries a
maximum sentence of 10 years; and

- adefendant’s actual sentence is determined by the presiding judge
using the benchmarks provided by the United States Sentencing
Commission’s Sentencing Guidelines (USSG), which take into
account the severity of the crime, the amount of the proceeds
involved, the predicate offences involved, and a number of other
relevant factors.

In addition, violations of the basic money laundering and international
money laundering provisions, 18 USC section 1956(a)(1)-(2), are pun-
ishable by a fine not exceeding the greater of US$500,000 or twice the
value of the property involved in the offence. Sting operation violations,
18 USC section 1956(a)(3), are punishable by fines of not more than the
greater of US$250,000 (US$500,000 for an organisation) or twice the
value of the property involved in the offence. Violations of the money
spending statute, 18 USC section 1957, are punishable by a fine not
exceeding the greater of US$250,000 or twice the value of the property
involved in the offence.

9 Forfeiture

Describe any related asset freezing, forfeiture, disgorgement
and victim compensation laws.

There are three types of forfeiture proceedings in the United States:

- criminal forfeiture, 18 USC section 982;

+ civil forfeiture, 18 USC section 981; and

- administrative or ‘non-judicial civil’ forfeiture, 18 USC section
983(a)(1)-(2) and 19 USC section 1607.
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Criminal forfeiture

Criminal forfeiture is intended as a further penalty on the guilty party
and is limited to the property interests of the defendant. As such, crimi-
nal forfeiture proceedings may only occur after the defendant is adju-
dicated guilty.

Forfeiture is statutorily required in money laundering prosecutions
- for example, the presiding court, in imposing a sentence on a defend-
ant pursuant to 18 USC sections 1956 or 1957, must order the defendant
to forfeit to the United States ‘any property, real or personal, involved in
the offense, or any property traceable to such property’. Under 21 USC
section 853(e)(1), the government may seek a pre- or post-indictment
restraining order or injunction to preserve the availability of the prop-
erty prior to judgment.

The government must notify a defendant upon charging of its
intent to seek forfeiture in order for a court to enter a judgment of for-
feiture upon a finding of guilt. A court must grant a forfeiture order if
the government proves by a preponderance of the evidence that forfei-
ture of the property is warranted. If, upon conviction, the government
is unable to access the defendant’s interest in forfeitable assets, courts
will order the forfeiture of substitute assets. For example, the Patriot
Act permits the seizure of funds subject to forfeiture located in a foreign
bank account by authorising the seizure of the foreign bank’s funds that
are held in a correspondent US account. The funds in the US account are
seen as a substitute for the foreign deposit.

Civil forfeiture

Civil forfeiture actions are instituted by the federal government against
‘property, real or personal, involved in a transaction or attempted trans-
action’ in violation of 18 USC sections 1956, 1957, or 1960, or ‘any prop-
erty traceable to such property’. The procedures established for civil
forfeiture actions are complex but require that notice be provided to
interested parties who are then given the opportunity to answer the gov-
ernment’s complaint and defend the forfeiture on the merits.

Civil forfeiture actions may be brought concurrently with crimi-
nal forfeiture actions regarding the same property without triggering
‘double jeopardy’ protection. Prosecutors may switch from criminal
to civil forfeiture if the requisite conditions for criminal forfeiture are
not available.

Administrative/non-judicial civil forfeiture

Finally, administrative or ‘non-judicial civil’ forfeiture is available if no
claims are filed contesting the forfeiture. The following four categories
of property can be administratively forfeited:

«  property that does not exceed US$500,000 in value;

+ merchandise the importation of which is illegal;

+ aconveyance used in moving or storing controlled substances; and
+  currency or monetary instruments of any value.

Administrative forfeitures do not involve judicial authorities and com-
prise the vast majority of forfeiture actions.

10 Limitation periods
What are the limitation periods governing money laundering

prosecutions?

The statute of limitations for money laundering prosecutions under 18
USC sections 1956 and 1957 is five years.

11 Extraterritorial reach

Do your jurisdiction’s money laundering laws have
extraterritorial reach?

There is extraterritorial jurisdiction for violations of 18 USC section

1956 if:

« the transaction or series of related transactions exceeds
US$10,000; and

+ the conduct is by a United States citizen or, if done by a foreign
national, the conduct occurs in part in the United States.

In addition, there is extraterritorial jurisdiction for violations of 18 USC

section 1957 under circumstances in which a US person (legal or natu-
ral) commits the offence outside of the United States.

114

Prior to the enactment of the Patriot Act, only a select group of for-
eign crimes were listed as predicates or SUAs for purposes of money
laundering prosecutions under 18 USC sections 1956 and 1957. Section
315 of the Patriot Act expanded the list to include:

«  any crime of violence;

+ bribery of a public official;

+  misappropriation of public funds;

- smuggling munitions or technology with military applications; and

- any ‘offense with respect to which the United States would be obli-
gated by multilateral treaty’ to extradite or prosecute the offender.

Asoutlined in question 4, it is an offence to send money from any source
into or out of the United States with the intent to promote one of the
foreign predicate offences (18 USC section 1956(a)(2) (A)).

AML requirements for covered institutions and individuals

12 Enforcement and regulation

Which government entities enforce your jurisdiction’s AML
regime and regulate covered institutions and persons? Do the
AML rules provide for ongoing and periodic assessments of
covered institutions and persons?

There are various AML enforcement and regulatory authorities in the
United States. The Financial Crimes Enforcement Network (FinCEN)
is a bureau of the US Treasury that exercises regulatory functions under
the BSA. Its primary functions are to assist federal and local law enforce-
ment in the detection and analysis of financial crimes, and to coordinate
between law enforcement and financial institutions. FinCEN also has
civil enforcement authority under the BSA against domestic institu-
tions. In addition, pursuant to section 311 of the Patriot Act, FinCEN is
responsible for identifying foreign financial institutions, foreign juris-
dictions, types of accounts or classes of transactions of ‘primary money
laundering concern’, for which domestic financial institutions must
undertake certain special measures.

Other government and non-government organisations are also
tasked with the administration and enforcement of the BSA, includ-
ing the US Securities and Exchange Commission (SEC), the New York
Stock Exchange, the National Association of Securities Dealers, the
Commodity Futures Trading Commission, the Board of Governors
of the Federal Reserve System, the Federal Deposit Insurance
Corporation, the Office of the Comptroller of the Currency, the Office
of Thrift Supervision, the National Credit Union Administration and the
Financial Industry Regulatory Authority.

Both the US Treasury and the DOJ share prosecutorial author-
ity over civil BSA violations. The DOJ has prosecutorial authority over
criminal BSA violations.

13 Covered institutions and persons

Which institutions and persons must carry out AML
measures?

The BSA (and its accompanying regulations at 31 CFR Chapter X et seq)
is the primary law that establishes which institutions and persons must
carry out AML measures. The BSA’s principal focus is on ‘financial insti-
tutions’, which, over the years and through various amendments, have
been defined under 31 USC section 5312(a)(2) and (c)(1) broadly to cover
traditional financial service providers - such as banks, credit unions and
thrifts - but also securities broker-dealers and futures commission mer-
chants (FCMs), mutual funds and other investment companies, certain
investment advisers and commodity trading advisers, insurance com-
panies, casinos, pawnbrokers, dealers of precious metals, MSBs and
other businesses that have been deemed to be vulnerable to money
laundering activities.

BSA requirements vary for different types of financial institutions,
with the most extensive requirements being imposed on banks. FinCEN
issues regulations pursuant to the BSA with respect to the various indus-
tries covered by the BSA. For example, to further the United States’ com-
mitments in the G8 Action Plan of Company Ownership and Control,
FinCEN issued its Final Rule on Customer Due Diligence (CDD) on
5 May 2016, requiring financial institutions - including banks, brokers
or dealers in securities, mutual funds, futures commission merchants,
and brokers in commodities - to collect information relating to the ben-
eficial ownership of companies holding accounts in their institutions.
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Beginning in May 2018, financial institutions will have to identify and
verify the identity of any individual who owns 25 per cent or more of a
legal entity, and any individual who controls the legal entity. In addition,
the Rule requires financial institutions to conduct ongoing monitoring
of the beneficial owners to identify and report suspicious transactions
and, on a risk basis, to maintain and update customer information.

Also in May 2016, the Department of Treasury proposed legisla-
tion to Congress that would require all companies formed in the US to
report information about their beneficial owners to FInCEN, essentially
creating a registry of beneficial ownership information for companies.
Congress has, so far, not acted on the proposed legislation.

The Department of Treasury and the Internal Revenue Service (IRS)
issued final regulations at the end of 2016 that require foreign-owned
LLCs that have only one member and that do not elect to be treated as
corporations for tax purposes - which up to now did not have to file a
separate tax return or obtain an Employer Identification Number - to
obtain a tax identification number from the IRS, thereby requiring these
entities to report ownership and transaction information to the IRS.

Finally, in February 2017, FinCEN renewed for another six months
its geographic targeting orders, issued in March 2016, requiring US title
insurance companies to identify the persons behind legal entities that
are used to make cash purchases of high-end residential real estate
transactions in certain parts of the United States. Prior to FInCEN’s
March 2016 action, US law did not impose reporting requirements on
the real estate industry relating to the source of purchase funds or the
beneficial owners of the real estate.

14 Compliance

Do the AML laws in your jurisdiction require covered
institutions and persons to implement AML compliance
programmes? What are the required elements of such
programmes?

The Patriot Act amended the BSA to require that certain financial insti-
tutions establish AML compliance programmes. Such programmes
must include, per 31 USC section §318(h):

- internal policies, procedures and controls;

- the designation of a compliance officer;

+ anongoing employee training programme; and

- anindependent audit function to test programmes.

In addition, and discussed in more detail below, US law imposes other

AML obligations on covered institutions and persons such as:

- customer identification programmes (CIPs);

- monitoring and detecting suspicious activity;

- filing currency transaction reports (CTRs) and SARs;

- enhanced due diligence (EDD) on foreign correspondent accounts;

+ ablanket prohibition on hosting correspondent accounts for foreign
shell banks;

+  mandatory information sharing in response to requests by federal
law enforcement; and

- compliance with ‘special measures’ imposed by the US Treasury to
manage particular AML concerns.

15 Breach of AML requirements
What constitutes breach of AML duties imposed by the law?

Financial institutions and persons subject to AML laws face penalties

for failing to abide by BSA requirements. For example, the BSA prohibits

the ‘structuring’ of a transaction with the purpose of evading an AML

reporting or record-keeping requirement under 31 USC section §324. To

be found guilty of structuring, a defendant must:

+  know that the financial institution has a reporting or record-
keeping requirement;

- commit acts to evade that requirement; and

- intend to evade that requirement.

A classic example of a structuring offence occurs when a person tries
to avoid financial reporting requirements triggered by cash transac-
tions over US$10,000 by breaking up such a transaction into a series of
smaller transactions at various financial institutions over the course of a
few days (an activity known as ‘smurfing’).
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In addition, the BSA imposes civil and criminal penalties for failing
to file a required report, for filing a required report with a material omis-
sion or misstatement, and for failing to maintain records as required by
the BSA, 31 USC sections §321-22. Mere negligence is enough to trigger
civil liability in these contexts, while criminal sanctions are reserved for
wilful failures to abide by reporting requirements or records mainte-
nance requirements.

Financial institutions that are required to file a report if they iden-
tify a suspicious transaction are prohibited from tipping off the subject
of a suspicious transaction investigation. Institutions and persons who
file SARs are protected from civil liability for filing such reports, but may
not notify any person involved in the transaction that the transaction
has been reported.

16 Customer and business partner due diligence

Describe due diligence requirements in your jurisdiction’s
AML regime.

The United States has adopted a risk-based approach in implementing
its AML requirements generally. A financial institution’s CDD processes
should be commensurate with its AML risk profile and should be aimed
at high-risk customers. Certain financial institutions are required to
have a written CIP that must ensure that the financial institution takes
reasonable steps to:

.+ establish the identity of the nominal and beneficial owners (eg,
the individual or individuals who have a level of control over, or
entitlement to, the funds or assets in an account) of a private bank-
ing account;

+  determine if the account owner is a senior foreign political figure
or someone affiliated with that figure (also known as a ‘politically
exposed person’ or PEP);

- assess the sources of funds deposited into the account; and

+  determine the purpose and expected use of the account (collec-
tively termed ‘know-your-customer’ or KYC steps).

The CIP must also ensure that the financial institution monitors
account activity to verify that such activity is consistent with the infor-
mation known about the owner.

Accounts that have been identified by a financial institution’s CDD
programme as posing a heightened risk should be subjected to EDD
procedures that are reasonably designed to enable compliance with
AML requirements. For example, financial institutions that establish,
maintain, administer or manage a private banking account or a cor-
respondent account in the United States for a non-US person must
establish EDD programmes ‘that are reasonably designed to detect and
report instances of money laundering through those accounts’.

Asnoted in the answer to question 13, FInCEN hasissued a new rule
that requires additional steps to identify beneficial owners.

17 High-risk categories of customers, business partners and
transactions

Do your jurisdiction’s AML rules require that covered
institutions and persons conduct risk-based analyses? Which
high-risk categories are specified?

US regulations deem high-risk customers to include:

«  PEPs;

- foreign financial institutions;

- non-bank financial institutions;

- non-resident aliens and other non-US persons;

- foreign corporations with transaction accounts, particularly off-
shore corporations located in high-risk jurisdictions;

+ deposit brokers;

+  cash-intensive businesses;

+  non-governmental organisations and charities; and

- professional service providers.

The EDD procedures for PEPs are generally the same as for other
non-US holders of private banking accounts, but financial institutions
have an additional obligation to develop procedures to reasonably
identify and report transactions that might involve the proceeds of for-
eign corruption.
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Section 313(a) (ii) of the Patriot Act and its corresponding regulations
require financial institutions to take reasonable steps to ensure that cor-
respondent accounts provided to foreign banks are not being used to
provide banking services indirectly to foreign shell banks, defined as a
foreign bank without a physical presence in any country. Financial insti-
tutions are required to obtain a certification from their foreign bank cus-
tomers and to verify through re-certification every three years that the
customer is neither a foreign shell bank nor a provider of financial ser-
vices to foreign shell banks through US correspondent accounts. Each
year, FInCEN issues an advisory on the FATF-Identified Jurisdictions
with AML/CFT Deficiencies. In September 2016, FInCEN provided
guidance to Fls related to their EDD obligations for foreign correspond-
ent accounts based on FATF’s identification of jurisdictions that have
strategic AML/CFT deficiencies and have not made sufficient progress
in addressing the deficiencies. FinCEN advised US FIs that they should
apply EDD procedures if they maintain correspondent accounts for for-
eign banks operating under a banking licence issued by the Democratic
People’s Republic of Korea and the Islamic Republic of Iran.

The United States also views cash transactions as posing serious
money laundering risks. As a result, US authorities have implemented
a declaration system called Reports of International Transportation
of Currency or Monetary Instruments (CMIR). CMIR requirements
apply to:
« persons who physically transport, mail, ship or cause to be physi-

cally transported, mailed or shipped, currency or other monetary

instruments whose aggregate value exceeds US$10,000 on any
one occasion to or from the United States; or

+  persons in the United States who receive currency or other mon-
etary instruments in excess of US$10,000 from a place outside the

United States. Such persons are required to make truthful written

declarations of such activities to the US Customs and Border Patrol

(CBP). In addition, persons subject to US jurisdiction that receive

currency exceeding US$10,000 in a trade or business must file

reports with the IRS and FinCEN.

Trade-based money laundering (TBML) has also become a major con-
cern among US AML authorities. Criminal organisations, particularly
drug cartels, use the international trade system to transfer value across
international borders and disguise the illicit origins of criminal pro-
ceeds. FInCEN has issued guidance to FIs to enable them to identify
‘red flags’ and report suspicious activities on their SAR forms as ‘“TBML’
or ‘BMPE’ (black market peso exchange), but non-FIs are also at risk of
becoming unwitting facilitators of TBML schemes.

18 Record-keeping and reporting requirements

Describe the record-keeping and reporting requirements for
covered institutions and persons.

Financial institutions are required to file a number of different transac-
tion reports to US AML authorities that rely on such reporting to iden-
tify and track illicit behaviour. These include:

+ CTRs (31 CFR section 1010.311): a CTR must be filed each time a
customer of a financial institution deposits, withdraws, exchanges,
pays or transfers more than US$10,000 in currency.

« SARs: pursuant to 31 USC section §318(g) and its corresponding
regulations (eg, 31 CFR sections 1010.320, 1020.320, 1023.320 and
1024.320), financial institutions are required to report suspicious
activity relating to both money laundering and terrorist financing.
Covered institutions include banks, securities broker dealers, MSBs
(except cheque cashers), FCMs, introducing brokers in commodi-
ties, insurance companies, mutual funds and casinos. The report-
ing threshold for non-MSB covered institutions is set at US$5,000;
MSBs must file SARs when they involve at least US$2,000
(US$s,000 for issuers of money orders or travellers’ cheques
reviewing clearance records). Covered institutions required to file
SARs must file a report if they know, suspect or have reason to sus-
pect that:

- the transaction involves funds derived from illegal activities;
the transaction is intended or conducted in order to hide or dis-
guise funds or assets derived from illegal activities;
the transaction is designed to evade any regulations promul-
gated under the BSA, including structuring to avoid report-
ing thresholds;
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the transaction has no business or apparent lawful purpose or
is not the sort of transaction in which the customer normally
engages; or

the financial institution knows of no reasonable explanation for
the transaction after examining the available facts.

«  Securities broker-dealers, insurance companies and MSBs must
report transactions over the US$s,000 threshold in which they
suspect they are being used to facilitate criminal activity generally.
Also, banks have an obligation to file reports with respect to crimi-
nal violations involving insider abuse in any amount, criminal viola-
tions of US$5,000 or more when a suspect has been identified, and
criminal violations of US$25,000 or more regardless of the identity
of the suspect. Banks are encouraged to file a copy of their SARs
with the state and local law enforcement authorities.

« Foreign banks and financial accounts report (FBAR) (31 CFR sec-
tion 1010.350): an FBAR must be filed by any person subject to US
jurisdiction who has a financial interest or authority over a finan-
cial account in a foreign country with an aggregate value of over
US$10,000. The report must be submitted annually to the IRS.

In addition, all businesses and persons must file the following,

as applicable:

« areport of transportation of currency or monetary instruments
(31 CFR section 1010.340): this applies to any person subject to US
jurisdiction that transports currency or any other monetary instru-
ment valued at more than US$10,000; and

- a report relating to currency exceeding US$10,000 received in
a trade or business (31 CFR section 1010.330): this applies to any
person subject to US jurisdiction that receives currency exceeding
US$10,000 in a trade or business.

Covered financial institutions and persons also have AML record-keep-

ing obligations. These include:

« foreign financial accounts (31 CFR section 1010.420): a person sub-
ject to US jurisdiction is required to retain account records for any
foreign financial account in which he or she has a financial interest.
Such persons must keep records detailing the account’s identifying
information for a period of five years;

- extension of credit or transfer of funds over US$10,000 (31 CFR
section 1010.410(a)): a financial institution extending credit or
transferring currency, funds, cheques, investment securities, credit
or other monetary instruments over US$10,000 must maintain the
corresponding records. Such institutions must retain records for a
period of five years identifying details of the transaction;

- transactions involving transfers over US$3,000 (31 CFR section
1020.410(a), (e)): with certain exceptions, a financial institution
that transfers over US$3,000 must maintain records on the details
of the transaction. This record-keeping requirement does not apply
to transactions where both transmitter and recipient are: a bank,
a broker or dealer in securities, an FCM or introducing broker in
commodities, a wholly owned domestic subsidiary of the above, the
United States, a state or local government, or a federal, state orlocal
government agency or instrumentality; and

« CIP (31 CFRsections 1020.220, 1023.220, 1026.220): as part of their
CIP and KYC programmes, financial institutions must collect iden-
tifying information about their customers and keep records of such
information for five years after the customer’s account is closed.

19 Privacylaws

Describe any privacy laws that affect record-keeping
requirements, due diligence efforts and information sharing.

The United States does not have a general law of financial privacy as
broad in scope as the various European laws enacted pursuant to the
European Data Protection Directive. Rather, in response to the Supreme
Court’s pronouncement in United States v Miller, 425 US 435 (1976) that
the US Constitution does not provide for a right to financial privacy, the
US Congress enacted the Right to Financial Privacy Act (RFPA), 12 USC
section 3401-22, a limited statute that establishes a framework for main-
taining the confidentiality of financial information. The RFPA’s goal is
to protect individual customers - defined as natural persons or partner-
ships of five or fewer individuals - of financial institutions from unwar-
ranted intrusion into their records by the federal government. The
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RFPA’s principal provisions prohibit a financial institution from releas-

ing financial records of customers to the federal government. Various

exceptions apply, including:

+ when the customer authorises access;

- when an appropriate administrative or judicial subpoena or sum-
mons is issued;

- when a qualified search warrant is issued; or

+when there is an appropriate written request from an authorised
government authority.

In addition, notice is not required when SARs are sent by FiInCEN to law
enforcement authorities.

In addition to the RFPA, in 1999 Congress enacted the Gramm-
Leach-Bliley Act (GLBA), which grants the Federal Trade Commission
(FTC) authority to issue rules requiring financial institutions to estab-
lish standards for security and confidentiality of customer records.

The GLBA also prohibits financial institutions from disclosing non-
public personal information to unaffiliated third parties without provid-
ing customers with the opportunity to decline to have such information
disclosed. The GLBA requires that financial institutions disclose their
privacy policies to customers at the beginning of the business relation-
ship and annually thereafter.

The Patriot Act, at section 314(a), requires certain financial institu-
tions to respond to specific information requests from federal agencies
through FinCEN, conduct record searches, and reply to FinCEN with
positive record matches of targeted individuals or entities. Section
314(b) allows financial institutions that have adopted sufficient AML
compliance programmes to share information with one another (upon
providing notice to the Treasury Department) to identify and report to
governmental authorities activities that may involve money laundering
or terrorism.

Finally, the enactment of the Dodd-Frank Wall Street Reform and
Consumer Protection Act of 2010 established the Consumer Financial
Protection Bureau (CFPB) and consolidated the regulation and enforce-
ment of financial privacy laws under the control of the CFPB.

20 Resolutions and sanctions

What is the range of outcomes in AML controversies? What
are the possible sanctions for breach of AML laws?

Penalties for violating the BSA vary greatly, depending on a number of
factors, including the type of violation at issue, the degree of wilfulness
and the existence of prior violations. Sanctions available to FinCEN to
resolve civil enforcement matters include letters of warning or caution,
court-ordered injunctions or the imposition of consent orders. Where
criminal penalties may attach, only the DOJ may file criminal charges
against institutions in breach of AML laws. US federal judges have sub-
stantial leeway in determining penalties and will follow guidelines set
forth in the USSG, in addition to the civil and criminal penalty provi-
sions of the BSA.

Criminal penalties may be assessed for breaching a variety of AML
laws. For example, institutions or persons who fail to file a CMIR, file a
report containing a material omission or misstatement, or file a false or
fraudulent report, may receive an administrative fine of a maximum of
US$500,000, but may also be subject to a maximum period of incarcer-
ation of 10 years. Criminal penalties ranging from a fine of US$250,000
to a maximum sentence of five years’ incarceration are also available
for persons engaged in a trade or business who wilfully fail to file a
FinCEN/IRS Form 8300 report upon receiving currency in amounts
over US$10,000. Also, the Bulk Cash Smuggling statute, 31 USC section
5332, provides for criminal penalties of a maximum of five years’ impris-
onment for violations of the law as well as criminal and civil forfeiture.

In addition, FinCEN may assess civil monetary penalties for failing
to file a CTR (eg, in violation of 31 CFR section 1010.311), for failing to
file a SAR (eg, in violation of 31 CFR section 1010.320) or for failing to
have an adequate AML compliance programme in place (eg, in violation
of 31 CFR section 1020.210). Civil monetary penalties for wilful viola-
tions of AML laws and regulations such as these range from US$25,000
per violation (or per day without a proper compliance programme), to
the actual amount involved in the violation, not to exceed US$100,000
per violation. For financial institutions that engage in a pattern of negli-
gent violations of AML laws, FinCEN may impose civil monetary penal-
ties of up to US$50,000.
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Federal banking agencies (FBAs) - the Office of the Comptroller of
the Currency, the Board of Governors of the Federal Reserve System
and the Federal Deposit Insurance Corporation - also have statutory
authority to impose informal and formal administrative sanctions
against the financial institutions whose activities they oversee. The
most severe sanction an FBA may impose is to terminate the activities
of a financial institution that has been found guilty of certain money
laundering offences.

MSBs that fail to register with FinCEN, or file false or incomplete
information in their registration statements, are subject to civil penal-
ties of US$5,000 per day of non-compliance. Unlicensed MSBs are also
subject to criminal fines and imprisonment of up to five years if persons
carrying on such business knowingly fail to obtain a licence under 18
USC section 1960.

Covered institutions and persons in the securities sector who
violate AML laws may be subject to civil penalties under the fed-
eral securities laws, enforced by the SEC, or may be subject to sanc-
tions for violating self-regulatory organisation (SROs) internal rules.
Enforcement remedies available to the SEC include cease-and-desist
orders, court-ordered injunctions, censures or suspensions/bars from
the securities industry and the assessment of civil monetary penalties.
SROs may undertake their own enforcement actions as well.

21 Limitation periods

What are the limitation periods governing AML matters?

The statute of limitations for violations of AML laws subject to criminal
penalties is typically five years.

22 Extraterritoriality

Do your jurisdiction’s AML laws have extraterritorial reach?

Through its amendments to the BSA, the Patriot Act creates pressures
on foreign institutions that ultimately arm the US authorities with
international reach and influence. For example, the Patriot Act author-
ises the secretary of the treasury and the attorney general to subpoena
records from a foreign bank that maintains a correspondent account
with a US bank. Though the subpoenaed records must relate to the cor-
respondent account, they may be located anywhere in the world. Should
the foreign bank fail to comply with the subpoena, the US-based bank
that maintains its correspondent account must terminate the account.
As with any US-based subpoena recipient, foreign banks may initiate
proceedings in a United States court to contest a subpoena.

It is not always possible for the US government to impose sanc-
tions on foreign persons or institutions suspected of money laundering
or financing international terrorism. Yet the Patriot Act has empow-
ered the government to target such foreign persons and institutions
by pressuring the financial intermediaries that provide them access to
US markets.

The Patriot Act also requires US financial institutions to maintain
CDD programmes that assess the risks associated with foreign bank
correspondent accounts. The definition of a correspondent account
under the Patriot Act is sufficiently broad to encompass most formal
banking relationships between US and foreign banks. As a result, for-
eign banks wishing to avoid overly intrusive due diligence examina-
tions from US financial institutions are incentivised to establish their
own internal AML policies. In effect, the more stringent a foreign bank’s
AML detection programmes are, and the more robust a foreign bank’s
KYC efforts, the less likely US financial institutions are to adopt intru-
sive due diligence procedures in their dealings with the foreign bank.

Furthermore, the Patriot Act has created unprecedented seizure
powers over funds located offshore. It permits the US government to
seize funds subject to forfeiture but located out of reach in a foreign
bank account by authorising the seizure of that foreign bank’s funds
that are held in a correspondent US account. This substitution is per-
mitted regardless of whether the seized funds are traceable to the
money held offshore in the foreign bank account.
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Update and trends

The April 2016 publication of the so-called Panama Papers - a treasure
trove of leaked documents showing detailed information about more
than 200,000 offshore companies associated with the Panamanian
law firm and corporate service provider Mossack Fonseca - brought a
great deal of focus on the offshore banking industry and the attendant
risks of money laundering. In the wake of those disclosures, the Obama
administration announced a number of initiatives meant to crack down
on the use of anonymous accounts, offshore secrecy and illicit financial
transaction.

In May 2016, the Financial Crimes Enforcement Network
(FinCEN) issued its Customer Due Diligence (CDD) Final Rule, which
requires financial institutions - including banks, brokers or dealers
in securities, mutual funds, futures commission merchants and bro-
kers in commodities - to collect and verify the personal information
of the beneficial owners who control or profit from companies that
open accounts with the institutions. Also in May, the Department of
Treasury proposed legislation to Congress that would require all com-
panies formed in the United States to report information about their
beneficial owners to FinCEN, essentially creating a registry of benefi-
cial ownership information for companies. Similar legislation has long
languished in the House and Senate, but there has never been sufficient
momentum to turn these proposals into laws. With a new administra-
tion in the White House, and a different set of legislative priorities,
it seems unlikely that such a registry will be created soon. In the fall
of 2016, FinCEN issued a proposed rule to eliminate the anti-money
laundering programme exemption for banks lacking a federal regula-
tor. The rule would affect private banks, non-federally insured credit
unions and certain trust companies and would require any entity that is
considered a bank under federal rules to establish an AML programme.
The deadline for comments, however, was October 2016 and FinCEN
has yet to announce a final rule. At the end of 2016, the Department
of Treasury and the Internal Revenue Service issued final regulations
that require foreign-owned LLCs that register in any state in the United
States or the District of Columbia, that have only one member and that
do not elect to be treated as corporations for tax purposes - which up
to now did not have to file a separate tax return or obtain an Employer
Identification Number - to obtain a tax identification number from the
IRS, thereby requiring these entities to report ownership and transac-
tion information to the IRS.

In a development driven not by US policymakers, but by the
international community, the Financial Action Task Force on Money
Laundering (FATF) - an intergovernmental body developing and
promoting policies to combat money laundering and terrorist financ-
ing - conducted its long-awaited assessment of the United States’ AML
regime. The findings, published in December 2016, were largely posi-
tive. The FATF noted that domestic coordination on AML/CFT issues
has matured since the previous evaluation in 2006 and found that
the AML/CFT framework in the United States is ‘well-developed and

robust’. However, the FATF noted in particular a gap in AML/CFT cov-
erage over certain non-financial businesses and professions. The FATF
recommended that AML/CFT rules be broadened to cover all invest-
ment advisers and that they be extended to lawyers, accountants, real
estate agents, and trust and company service providers on a risk-based
vulnerability analysis.

On the enforcement front, the United States, in one of the larg-
est actions brought under the DOJ’s Kleptocracy Asset Recovery
Initiative, announced in July 2016 that it would seek to recover more
than $1 billion in assets purchased with funds allegedly misappropri-
ated from 1MDB, a Malaysian sovereign wealth fund. According to the
DOJ, Malaysian officials misappropriated more than $3.5 billion from
the fund and laundered the assets using ‘a series of complex transac-
tions and fraudulent shell companies with bank accounts located in
Singapore, Switzerland, Luxembourg and the United States’. According
to the DOJ, at least $1 billion traceable to the conspiracy was laundered
in bank accounts in the United States.

The DOJ also announced in January 2017 that Western Union,

a global money services business, agreed to forfeit $586 million to
resolve DOJ and FTC investigations targeting the company’s anti-fraud
and AML programmes. The DO]J resolution included a deferred pros-
ecution agreement in which Western Union admitted to helping people
commit wire fraud and maintaining an ineffective AML programme.
FinCEN assessed a $184 million penalty, which was deemed satisfied
by the $586 million forfeiture.

The Financial Industry Regulatory Authority (FINRA) - an inde-
pendent, not-for-profit organisation authorised by Congress to exercise
oversight over the broker-dealer industry - was also very active in 2016.
In May 2016, FINRA announced that it had fined Raymond James &
Associates and Raymond James Financial Services a record $17 million
for widespread failures relating to the their AML programme. FINRA
also fined the firm’s AML compliance officer, Linda Busby, $25,000
and suspended her licence for three months. Similarly, in December,
FINRA fined Credit Suisse $16.5 million for AML and other violations.

The last year of the Obama administration saw a lot of activity
on the AML/CFT front, in large part because there was a great deal
of public scrutiny over offshore banking regulations and anonymous
accounts. The open question for the coming year is how the new
Administration will approach AML/CFT issues. Statements during the
confirmation hearing of the Secretary of Treasury, Steven Mnuchin,
gave no indication of significant deviation from long-standing US
doctrine on AML/CFT. It is less clear how the Department of Justice
enforcement agenda will evolve under the new Attorney General, Jeff
Sessions. Many speculate that Sessions will be unwilling to antagonise
Wall Street, but his or her history as a prosecutor at both the state and
federal levels suggests otherwise. With the new administration focus-
ing its efforts on anti-terrorism and national security, AML/CFT is sure
to stay in the headlines for the year to come.

Civil claims

23 Civil claims and private enforcement

Enumerate and describe the required elements of a civil
claim or private right of action against money launderers and
covered institutions and persons in breach of AML laws.

Despite various attempts by private citizens to bring federal claims
against financial institutions for failing to detect money laundering
activities, the courts have ruled in those cases that the BSA and the
Patriot Act do not provide a private right of action.

International anti-money laundering efforts

24 Supranational

List your jurisdiction’s memberships of supranational
organisations that address money laundering.

The United States joined the FATF in 1990.
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25 Anti-money laundering assessments

Give details of any assessments of your jurisdiction’s money
laundering regime conducted by virtue of your membership
of supranational organisations.

The FATF conducted its most recent assessment of the US’s AML
regime in January and February 2016 and published its findings in
December 2016 in the Fourth Mutual Evaluation of the United States
on Anti-Money Laundering and Counter-Terrorist Financing Measures
(the 2016 Report). The 2016 Report provides a detailed summary of
the United States’ criminal money laundering laws and AML regime,
and assesses the US system’s strengths and weaknesses in light of
the 40 FATF Recommendations, revised in February 2012. The FATF
found that ‘[tlhe AML/CFT framework in the US is well developed
and robust’. It noted that ‘[dJomestic coordination and cooperation
on AML/CFT issues is sophisticated and has matured since the previ-
ous evaluation in 2006’. The FATF found, however, that there are two
overarching gaps in the US AML/CFT landscape that require action.
The first is the ‘[lJack of timely access to adequate, accurate and cur-
rent beneficial ownership (BO) information’. The second is the gap
in AML/CFT coverage over certain institutions and businesses such
as investment advisers, lawyers, accountants, real estate agents, and
trust and company service providers (other than trust companies). The
FATF recommended that the US implement BO requirements under
the BSA, scheduled to come into effect in 2018, and focus in particular
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on applying AML/CFT obligations on investment advisers and, on the
basis of a vulnerability analysis, to lawyers, accountants, and trust and
company service providers.

26 FIUs

Give details of your jurisdiction’s Financial Intelligence Unit
(FIU).

FinCEN serves as the United States’ FIU, and it is a founding member
of the Egmont Group. FinCEN is contactable at:

Financial Crimes Enforcement Network
PO Box 39

Vienna, VA 22183

United States

Tel: +1 703 905 3591

www.fincen.gov

27 Mutual legal assistance

In which circumstances will your jurisdiction provide

mutual legal assistance with respect to money laundering
investigations? What are your jurisdiction’s policies and
procedures with respect to requests from foreign countries for
identifying, freezing and seizing assets?

The United States provides mutual legal assistance to foreign law
enforcement through all stages of money laundering investigations.
The US has entered into numerous mutual legal assistance treaties
(MLATs) and executive agreements with other countries in order to
provide an expedited process for foreign countries to request and
receive investigative assistance. Some MLATS apply to specific govern-
ment agencies, such as the SEC, whereas other MLATSs apply to spe-
cific types of crimes, such as drug trafficking, bribery, or tax evasion.
Even without an MLAT, however, the United States may still provide
legal assistance to foreign countries. Mutual legal assistance generally
involves locating persons in the United States, compelling testimony
and the production of evidence, and furnishing public records and
financial data.

The DOJ and the State Department process most requests for such
judicial assistance. Foreign legal attachés representing federal agen-
cies abroad, such as the FBI, the DEA and the CBP, also accept and pro-
cess requests for investigate assistance.

US law permits federal courts to receive requests directly from
foreign countries for investigative assistance. While US federal courts
receive most requests for mutual legal assistance, US state courts also
may provide similar assistance. The courts assist foreign AML investi-
gations by compelling testimony and the production of evidence.

In addition to providing investigative assistance, the United States
can transfer forfeited assets to a foreign country, subject to certain stat-
utory requirements. Specifically:

- the transfer must be agreed to by the DOJ and the Treas-
ury Department;

the Secretary of State must approve the transfer;

an international agreement between the United States and the for-

eign country must authorise the transfer; and

the foreign country must be certified under the Foreign Assistance

Act of 1961 (if required).

The United States has received forfeited assets from Antigua and
Barbuda, the Bahamas, Canada, Cayman Islands, Hong Kong, Jersey,
Liechtenstein, Luxembourg, Singapore, Switzerland and the United
Kingdom. The United States has shared foreign assets with Anguilla,
Antigua and Barbuda, Argentina, Aruba, Australia, the Bahamas,
Barbados, Belgium, Bermuda, British Virgin Islands, Brazil, Canada,
Cayman Islands, China, Colombia, Costa Rica, the Dominican
Republic, Ecuador, Egypt, Germany, Greece, Guatemala, Guernsey,
Honduras, Hong Kong, Hungary, Indonesia, Ireland, Isle of Man,
Israel, Japan, Jersey, Jordan, Liechtenstein, Luxembourg, Malta,
Mexico, the Netherlands, the Netherlands Antilles, Nicaragua, Palau,
Panama, Paraguay, Peru, Philippines, Portugal, Qatar, Romania, South
Africa, St Vincent and the Grenadines, Switzerland, Thailand, Turkey,
the United Kingdom, Uruguay, Venezuela and Vietnam.
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