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R I S K M A N A G E M E N T

Managing Corporate Risk in Uncertain Times

BY TROY MORGAN AND PRESTON PUGH

‘‘Those who cannot learn from history are doomed to
repeat it.’’ – George Santayana.

With the advances in technology, shifting geopolitical
landscape and ever-increasing enforcement by federal
and state regulators, today’s executives may justifiably
feel that the ground beneath them is ever unsteady.
What’s worse, the timing of improbable, highly disrup-
tive crises is almost impossible to predict, and they may
seem more likely than ever to occur. These corporate
crises over recent years have been triggered by predic-
tors that we have seen before: overly aggressive growth
strategies without proper controls; decentralized re-
porting structures that allow divisions to run them-
selves with little to no oversight from corporate head-
quarters; tolerance of short cuts; and ‘‘star gazing’’ or
allowing senior executives to act with impunity.

With that said, rather than focusing on predicting
those events, executives should instead ensure their
companies have the right processes in place to manage
them. The question is when, not if, these crises will oc-
cur.

In this article, two colleagues and former coworkers,
Troy Morgan, Chief Compliance Officer at Bioverativ,
and Preston Pugh, Member at Washington, D.C., law
firm Miller &Chevalier, share their views on a few ways
executives can reduce their vulnerability in these uncer-
tain times.

If it was ever acceptable to have a good
compliance program on paper, but not in
practice, that sure isn’t the case now

Corporate scandals continue to grab headlines across
industries. State Street, where it was alleged that the
firm settled charges that it fraudulently charged secret
markups to customers, Insys Therapeutics, where top
executives were indicted for paying kickbacks to physi-
cians, and the recent Equifax data breach, where execu-
tives are accused of trading large amounts of stock be-
fore the breach was announced and the stock tumbled,
are all good examples of ethical conflicts that compa-
nies are facing today.

While these unethical business practices are not new
or novel, public perception and public exposure to them
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are changing. Transparency is not only a government
requirement, it is now viewed as a public right. Every-
one has access to information and everyone is watch-
ing. Many of these cases have been brought to light by
internal whistleblowers motivated by frustration, be-
lieving that their companies did little to resolve the
problems they raised, or for financial reasons, eager for
a share of the recovery from actions pursued and
settled by agencies such as the Securities and Exchange
Commission and Department of Justice. While in the
past, some corporate misconduct did not see the light of
day, today, with internal and external watchdogs and
open access to data, the chances of exposure are high if
not expected.

Understand what an effective compliance
program looks like

Federal and state regulators continue to show what
we have known for some time: companies need a per-
sonal, proactive and progressive approach to risk man-
agement. In fact, if they do start to ask questions about
the integrity of a company’s business practices, appro-
priate risk management and compliance programs are
often the first places they will look.

Establishing the right risk and compliance approach
starts with ingraining a culture of integrity with the oft-
used tone from the top of the organization. Employees
need to witness executives making compliance a prior-
ity and exhibiting compliance and integrity in an open
and public manner. Next, executives need to proac-
tively listen to their employees (such as with a bona fide
‘‘open door’’ policy), take concerns that are being
raised seriously and address them efficiently. Finally,
because many of the conventional internal controls
used to detect and manage compliance issues are no
longer effective, companies should empower trained
and dedicated compliance officers who understand how
to implement effective compliance programs.

Merely having a code of conduct and internal

‘‘paper program’’ policies is not sufficient.

Merely having a code of conduct and internal ‘‘paper
program’’ policies is not sufficient. These cannot with-
stand the scrutiny of the government, potential internal
whistleblowers, or the public eye. Companies need
unique, innovative and business-integrated compliance
procedures and effective training programs that ensure
every employee understands and implements the com-
pany’s compliance principles. Companies must also fre-
quently monitor their activities and spend, look for the
early warning signs, and then immediately respond and
document the results of any investigation or inquiry.
Auditing retrospectively after a crisis has occurred is
not enough. You need a program that proactively en-
gages employees and interactively monitors your activi-
ties to truly understand where the company needs to
improve. Earlier this year, the DOJ Fraud Section re-
leased a key guidance document entitled, Evaluation of
Corporate Compliance Programs (‘‘Evaluation Guid-
ance’’), https://www.justice.gov/criminal-fraud/page/
file/937501/download, that is a very helpful reference

for what the government’s expectations are for an effec-
tive compliance program, at least at this time.

Creating a culture dedicated to corporate integrity
needs to be a part of a company’s DNA. It is a founda-
tional investment that is critical in building and main-
taining a company’s most important assets: trust and
reputation. If the leadership of an organization truly
values and rewards employees for doing things right,
the business will respond by doing the right things.

If an employee raises a concern, use the
‘‘headline test.’’ Think about how your company’s
response would look on the front page of the
news

During our time working together, we have re-
sponded to many concerns raised by employees. While
some may have been minor issues or misunderstand-
ings, others highlighted real issues and provided genu-
ine opportunities for companies to learn and improve.
The important thing is to take every concern seriously.
Companies need only mishandle one significant com-
plaint to cause a problem, especially when it later be-
comes public and exposes a sensitive issue. Unfortu-
nately, hindsight truly is 20/20.

In considering this issue, we have learned that these
situations are best mitigated by having an effective es-
calation and investigation process. If an issue is esca-
lated, a company needs to react quickly and have an es-
tablished plan in place to determine who will conduct
the investigation and how the investigation will pro-
ceed. There are many situations when a matter can be
handled internally. However, there needs to be clear ob-
jectivity in the process, and an investigation team needs
to be properly trained. Accusations involving violations
of a company’s code of conduct should not be taken
lightly, as the initial concern raised could be just the tip
of the iceberg.

There are also situations when you should bring in
outside counsel to conduct the investigation, specifi-
cally if the matter has a potential to lead to litigation or
disclosure to a government agency. An investigation
that is not well thought-out at its inception can easily
run into issues. The need to have a formal process in
place and carefully plan an investigation and show ob-
jectivity and independence cannot be overstated.

Companies need to have the resources and processes
in place in case a serious issue is raised. Delay or inef-
ficiency in handling a report only amplifies the risk and
may expose the fact that a company may not be taking
employee concerns and internal compliance seriously.

To stop corporate misconduct, companies first
need to understand that its origins are not
always readily apparent

Too often when we read stories about an employee
who has been prosecuted for white-collar crime, we
typecast the offender as a ‘‘villain,’’ someone who is
‘‘not like us.’’ In reality, studies of white-collar crime
show that, many times, the offenders are not so differ-
ent from the rest of us. It is not unusual for the target of
a significant investigation to be polite, charming, and
hardworking.

Why does fraud happen? As explained by criminolo-
gist Donald Cressey, the answer lies in ‘‘Pressure, Op-
portunity and Rationalization,’’ also known as the
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‘‘Fraud Triangle.’’ Pressure to commit fraud can come
from difficult-to-reach sales and performance goals,
family need, illness or just the desire to improve one’s
financial standing. Uncontrolled access to company as-
sets such as cash and corporate credit cards, and con-
trol over expense accounts, can provide the opportu-
nity. Rationalization describes how an actual or poten-
tial offender justifies his actions to himself because
perhaps he feels underpaid and overworked, or feels
that the fraud has no victim, or even that his actions are
temporary and will be overlooked. When pressure, op-
portunity and rationalization combine, it can motivate
the employee to fudge a time sheet, take a few extra
dollars, or even give a slightly altered report. Over time,
the employee’s actions worsen, and by the time they are
discovered, what the employee once thought would be
a ‘‘white lie’’ has now grown into a much larger prob-
lem that they’ve lost control over.

To effectively manage fraud risk, executives must
identify the gaps in their companies’ controls and busi-
ness processes. Is employee compensation consistent

with others in the market? Are the incentives that the
company provides for meeting performance goals ex-
cessive, or reasonable? Frequent and comprehensive in-
ternal audits and risk-based monitoring are important,
but they are also not the entire solution. The right con-
trols need to be in place based on the company’s risk
profile. Simply because an employee is trusted, familiar
or friendly does not mean that we should look away
when we see evidence of cutting corners.

Conclusion
The investment needed to create an ethical culture

and effectively manage compliance risks are a cost of
doing business the right way. However, the true costs of
leaving those risks unaddressed—including harm to the
company’s brand, loss of investor and market trust, and
organizational and personal liability—are much
greater. Thoughtful action needs to be taken at the most
senior levels to ensure compliance and an ethical cul-
ture, and often that does not come easily.
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